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Note: The following features are not added to IT Risk Management by default. For information on
adding these features to your version of the app, contact your CSM.

New Features
IT Risk Assessment

e The app offers an assessment tool to keep all tracking efforts consolidated in one place.

This allows the IT Risk Team to more easily expose risk, support the operational level, and
work towards risk control and mitigation.

Create a New |T Risk Assessment

IT Risk Assessment Name

Description

Business Unit Business Unit

CREATE

CANCEL

Continuous Assessments

e Members of the IT Risk Team user group can reassess any assessment in the Complete
state, and members of the IT Risk Owner user group can reassess any IT risk in the
Monitoring state. This allows assessments and risks to be updated outside of the
constraints of an annual review period.
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If new information becomes present, outside regular assessment cycles, select “

reassess to provide new information and assessment details.

e Users can easily see how an IT risk has evolved over time using trending data.
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Issue Management

e Members of the IT Risk Team usergroup can create issues from step 5 of the Assessment
Review form. This makes it easier to consolidate the issues attached to a risk and to plan
corrective actions.
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Issue Status Rewview

Deficiency in the operation of akey IT @
general control

Issue Name

‘ Deficiency in the operation of a key IT general control

lssue Type Priority

Control Operation Issue w . Urgent w
Identified By Date Identified

External Audit v ‘ fl QOctober 30, 2019 A
lssue Owner Due Date

Start typing to find Us_. w ‘ = February 7, 2020 hd

Description

A key application or IT general control is not operating effectively

Corrective Action

Corrective Actions

Action Plan 003 = v +

Asset Risk Management

¢ Members of the IT Risk Team user group can create IT assets, assess their criticality, and

assign them to an IT Risk. This increases the ease with which the organization can identify
its assets, and helps to prioritize risk mitigation for critical assets.



Resolver.

A KROLL BUSIMNESS

Asset Active IT Asset

H X

Server Rack L

Asset Name

‘ Server Rack Criticality Score

Description

A server rack is a structure that is designed specifically ; 6 ! ;
to house technical equipment including routers, u /5

switches, hubs, and of course, servers. The rack makes it

possible to securely hold multiple pieces of equipment in Medium
one area.

Asset Details

Defining qualities of the Information asset, including its physical location.

Information Category Supported Internally or
Hardware = v Externally?
External w

Information System Type

Server - Does this asset have a physical
location
Yes v
Announcements

e Users in the IT Risk Team user group can create announcements to be displayed on the IT

risk owners' portal. Users can choose when the announcement goes live, when it is
removed, and whether or not an email notification will be sent out to users.
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Create a New Announcement

Announcement Name

Description

Announcement Type Photo
Portal
Drag images here or click to select..
Start DateTime
File or URL

End Date Time

Drag files here or click to select ..
or
Click to add a web link to a file...
Notify Users

MNo

IT Risk Owner Portal

e Members of the IT Risk Owner user group will have access to a tailored portal experience to

better manage IT risks outside the standard assessment cycle. The portal has the following
sections:

o |T Risk Owner Dashboard: A heatmap that displays the intersection of the residual

likelihood and residual impact for all IT risks assigned to the user. There are also
charts summarizing all controls and issues assigned to the user. The dashboard can
be starred to have it automatically appear on the control owner's homepage upon
login.
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ITRM - IT Risk Owner Dashboard LA SRS ™ I " P
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c-1 Riverdale Industries

My Risks

Here is a visualization of all risks you have been assigned to, graded by their latest evaluation. Hover over each risk to see
more information, selecting the risk will produce the palette.
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o |T Risk and Control Matrix: An easy, working grid that lists each IT risk that has been
assigned to the IT risk owner as well as its assigned controls. A risk or control can be
reviewed by clicking the [T icon in the Risk Name or Control Name column
respectively.

Resolver IT Risk Assessment 3 results < Page 1 of 1 25rows ¥ > =22 =
Risk Unique ID Risk Mame Threat Vulnerabilities
R-23.1 Lack of Security Requirements
and Limited Vulnerability
Scans
R-18.1 Unauthorized access given

through poor administrative
tiering

R-6.1 Sensitive Information
Disclosure caused by Poor
Wil Security

o My IT Risks: A complete list of each IT risk assigned to the IT risk owner regardless of
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the assessment cycle. Clicking on a control will open the form appropriate to the
risk's current state. Controls can also be accessed from within the risk.

IT Risk Assessment Risk Workflow Risk Assessment

Brute Force Attacks exploiting Poor Role <D
Segration

The IT Risk profile provides a comprehensive understanding of your risk, including risk
assessments, controls, issues and risk treatment. Review all risk information to determine

how the risk should be treated.

Description

Patch management is an area of systems management that involves acquiring,
testing, and installing multiple patches (code changes) to an administered

computer system.

IT Risk Owner IT Risk Category
Raymond Halt = - Applications »
Inherent Risk Score Residual Risk Score

Critical High

o Announcements: Displays communications from the IT risk team.

Geolocation

e Members of the IT Risk Team can decide whether or not an IT asset has a physical location.
In the event that it does, that location can be entered through an address field, pins on a

map, or both.
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Asset Location =)

Location

NC-1524, Taylorsville, MC 28681, United States
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IT Risk Reporting
e The app contains the following reports in the IT Risk Management activity of the Reports
app:

o IT Risk Company Heatmap: A heatmap that displays the intersection of the residual
likelihood and residual impact for all IT risks in the organization.

o Top IT Risk Report: Displays the top IT Risks attached to a specific assessment,
including trending data of their residual risk and their controls.

o Company Issue Overview: Charts that display each issue in the organization, broken

down by status, issue type, and priority.

o |T Risks by Threat Category: A graphical representation of the residual risk ratings of
each IT risk in the organization broken down by threat category.

o [T Risk Company Heatmap - Inherent vs Residual Risk: A heatmap that displays the
difference between the inherent and residual risk for all IT risks in the organization.
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o IT Risk by Category: A graphical representation of the residual risk ratings of each IT

risk in the organization broken down by category.

o |T Risk and Control Matrix: Lists each risk that has been assigned to the IT risk owner

as well as its assigned controls. A risk or control can be reviewed by clicking the
icon in the Risk Name or Control Name column respectively.

o Issues by Business Unit: Charts that display each issue attached to a specific

business unit, broken down by status, issue type, and priority.

ITRM - Company Heatmap

c-1 Riverdale Industries
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e The app contains the following reports in the Asset Risk Management activity of the Reports

app:

o Corporate Asset Overview: A graphical representation of the criticality score of each

Asset in the organization broken down by Information category, as well as charts
that display each asset's type and whether it is supported internally or externally.

o Corporate Asset Criticality Report: A heatmap that displays the intersection of the

criticality score and information system type for all assets in the organization.

o Business Unit Criticality Report: A heatmap that displays the intersection of the

criticality score and information system type for all assets attached to a specific
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business unit.

ITRM - Corporate Asset Overview Report © 7 = B @ [

Last Updated: Jan 19, 2020 3:17 PM
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Asset Criticality by Information Category
2

Criticality Score

Server Infrastructure Application Hardware

® Low Medium @ High
Asset Type Supported
2 2
2 2
Application Server Internal External

Formula Cards

¢ The Inherent Risk Score, Control Effectiveness, Residual Risk Score, and Criticality Score
formulas are now displayed as formula cards to better communicate risk posture.

Inherent Risk Score Control Effectiveness Residual Risk Score

Critical Medium Significant

Excluding Archived Data from General Access

¢ Users working in the app will have archived assessment data omitted from performance-
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impacted activities (such as searching for records or running reports). This data has been
restricted to a designated section of the Manage IT Risk Assessments activity accessible
only by the IT Risk Team. This ensures that the data within the app is relevant and places
older information in an easy-to-access, consolidated view.



