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Overview

These instructions are for accessing Incidents in the Triage state from the Incident Management
application.

Note:

Members of the Incident Screener User Group can also view and open Incidents on
the My Task list on the Home screen.

User Account Requirements

The user account you use to log into Resolver must be part of the Incident Screener User Group.

Related Information/Setup

You also need to ensure that the user you are using to log into Resolver is part of the Incident
Screener User Group. Please follow the link below for instructions on Creating a User Group
and Adding a User to a User Group:

¢ Creating a New User Group

e Adding a User to a User Group

Users can add and reply to comments on incidents and most related objects depending on their

User Group and account permissions. Please refer to the Incident Form Comments Overview
article for more information.

¢ |Incident Form Comments Overview

For more information regarding the options available for the Form Header, please refer to the
Form Header Overview article.

e Form Header Overview

Navigation

1. From the Resolver Home screen, click the Home dropdown and select the Incident

Management link.


https://resolver.knowledgeowl.com/help/my-tasks
https://resolver.knowledgeowl.com/help/my-tasks
https://help.resolver.com/help/create-a-new-user-group
https://help.resolver.com/help/add-user-to-group
https://help.resolver.com/help/incident-management-user-groups
https://help.resolver.com/help/comments-overview
https://help.resolver.com/help/form-header-overview
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Incident Management Link

2. From the Triage screen, click an Incident Name from the Submissions section.
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Triage an Incident

When an Incident is submitted through the Confidential Portal, Incident Screeners will receive an
email notification with a direct link to the Triage form.

1. The Incident Form screen will appear.
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Submission Classification

Source: Portal Primary Incident Type Severity

Violation of Security Policies Based on Incident Type
Observation

I recently observed a fellow employee leaving a

classified file unlocked and unattended during

regular work hours Triage Detail
Incident Reported DateTime

February 9, 2023 1:54 pm Involved People Observed Date/Time

4+ CREATE NEW February 9, 2023 1:49 pm

Incident Form Screen

2. (Optional) Click the Incident Form Header to edit the Incident Form Name. After

editing the Incident Form Name click outside the field to save your changes.
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Applications v

|113 | 2023-02-09 | Violation of Security PoliciesBrand Protection || TRIAGE

Details Manage Assessments Communications

Submission Classification

Source: Portal Primary Incident Type Severity

Violation of Security Policies R ——
Observation

I recently observed a fellow employee leaving a

dlassified file unlocked and unattended during

regular work hours. Triage Detail
Incident Reported DateTime

February 8, 2023 1:54 pm Involved People Observed Date/Time

4+ CREATE NEW February 9, 2023 1:49 pm

Incident Form Header

3. (Optional) Click the Delete icon next to the Primary Incident Type field to choose a

different Incident Type (e.g., change the Incident Type selected by the Submitter).

Note:
G) The Primary Incident Type dictates which fields will appear on the Incident
Form screen.
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Details Manage Assessments Communications

Submission

Source: Portal

Observation

I recently observed a fellow employee leaving a
classified file unlocked and unattended during
regular work hours

Incident Reported DateTime

February 9, 2023 1:54 pm

Classification

Primary Incident Type

Violation of Security Policies|

Triage Detail

Involved People

4+ CREATE NEW

Severity

Based on Incident Type

Observed Date/Time

February 9, 2023 1:49 pm

Delete Icon

e The Add Existing Primary Incident Type link will appear.
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Details Manage Assessments Communications

Submission

Source: Portal

Observation
I recently observed a fellow employee leaving a
classified file unlocked and unattended during
regular work hours.

Incident Reported DateTime

February 9, 2023 1:54 pm

Observation Type

Brand Protection

Classification

Primary Incident Type

Q ADD EXISTING
PRIMARY INCIDENT

TYPE

Triage Detail

Involved People

4+ CREATE NEW

The triage and scoping phase involves the process of analyzing the
information about the situation to determine whether or not a security
incident has occurred

Begin the triage process by choosing an appropriate Incident Type above,
Based on the type, more information on the incident will be prompted, prior to
submission to an Incident Owner.

Observed Date/Time

February 9, 2023 1:49 pm

Add Existing Primary Incident Type Link

¢ Click the Add Existing Primary Incident Type link.

e From the Add Existing Primary Incident Type pop-up, select an Incident Type
from the 50 most recently created Incident Type list by clicking the +Add link

or enter an Incident Type Name in the Search field to search for an Incident Type

that is not listed.
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Classification
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113 | 2023-02-09 | Violation of Security P et S

@ Violation of Security Policies

If you don't see what you were searching for, try searching from all Incident Types above.

ACTIVE

Category: Person Incident Subcategory: Employee Misconduct

classified file unlocked and unattended during 1 @D Uninteded Discharge of Firearm ACTIVE

regular work hours. 1 T

Category: Executive Protection Subcategory: Protective Force
Incident Reported DateTime J °
February 9, 2023 1:54 pm Triage Detail
[ED) Unauthorized use of resources ACTIVE
Observation Type +ADD
Involved Peopl = e R S
Brand Protection Category: Cyber Security Subcategory- Digital Fraud
+ CREATI ik

Add Existing Primary Incident Type Pop-up

4. (Optional) Edit the Incident's severity score by selecting a severity type from the Severity

dropdown menu.

e Based on Incident Type: The Based on Incident Type will automatically set the

severity level to one of the types (Low, Medium, etc.) based on the severity of the

Primary Incident Type.
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Applications v

INC-113 TRIAGE v

113 ] 2023-02-09 | Violation of Security PoliciesBrand Protection |

Details

Manage Assessments

Submission

Communications

Source: Portal

Classification

Primary Incident Type

Severity

Violation of Security Policies

Baced on Incident Type

Observation

I recently observed a fellow employee leaving a
classified file unlocked and unattended during
regular work hours

Incident Reported DateTime

February 9, 2023 1:54 pm

Observation Type

Brand Protection

Triage Detail

Involved People

+ CREATE NEW

Based on Incident Type
@ Low

Medium
® High

@ Critical

Severity Dropdown Menu
5. From the Triage Details section, the following details can be added:

Involved People
e Click the + Create New link to add a new Involved Person to the Incident details.
e From the Create a New Involved Person pop-up, you can add the following
information:
o Person Involvement Type: Select how the person is involved with the
Incident from the Person Involvement Type dropdown menu. The Linked

POI field will appear if you select Suspect or Person of Interest.
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Linked Person: Enter the name of the person involved in the Linked Person
field and select the person or persons from the dropdown menu. If the person
involved is not already in the system, click the + button to add the person.

If not linked, name the involvement: Enter the name of the person involved
if the person does not exist in the system and the user does not want to be
added to the system.

Linked POI: The Linked POI (Point of Interest) field appears when Suspect or
Person of Interest is selected in the Person Involvement Type field. Click
the + button to add a personal description (e.g., height, weight, eye color, etc.)
of the person of interest.

Description: Add further details about the person of interest in the
Description text box.

Click the Create button to add the person of interest to the Incident.

o))
L Opyel
Incident Management v Triage
. . . INVOLVED PERSON X
113 | 2023-02-09 | Violation of Security Poflu i
Create a New Involved Person
Details Communications
Person Involvement Type @
Submission Classification ® Barson ot intarest
Source: Portal Primary Incider} Linked Person
; Micrtion ey North McLenahan +
Observation e
I recently observed a fellow employee leaving a
If not linked, name the involvement
classified file unlocked and unattended during
regular work hours. Triage Detail
Incident Reported DateTime Create a record here if all that is available is physical descriptors.
February 8, 2023 1:54 pm Involved Peoplg
Linked POI
+ CREATH
. L
Observation Type
Brand Protection Involved Locati
Description
+ CREATH
Photo
Involved Organ|
+ CREATH
4
Business Unit

Create a New Involved Person Pop-up

Involved Location

e Click the + Create New link to add a new Involved Location to the Incident details.

e From the Add a New Involved Location pop-up, you can add the following

information:

o

o

o

Copy: The Copy button will copy the location details from the Incident
Submission form.

Location Reason: Select how the location is involved with the Incident from
the Location Reason dropdown menu.

Primary Location: Indicate whether the location is the primary location for the

Incident by selecting either the No or Yes toggle switches.
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o Add Existing Location: Click the Add Existing Location link to select a
location already in the system. The Add Existing Location pop-up will appear,
allowing you to select an existing location by clicking the +Add link or
searching for a location that is not on the list by entering the location's name in
the Search field.

o Address or Map Location: Enter the address or map coordinates (longitude
and latitude) of the location involved in the Address or Map Location field to
pinpoint the location on the map.

o Create: Click the Create button to create the new involved location and add it

to the Incident.

- e T
D @ &L
Incident Management v Triage
Violation of Se
Sbeervaiion INVOLVED LOCATION X
I recently observed a fellow employee leaving q
Classifed i unlocked and unattendd during Add a new Involved Location
regular work hours. Triage Detail
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Q ADD EXISTING LOCATION
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Observation Attachments
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Created on:
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T
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Add A New Involved Location Pop-up

Involved Organization
¢ Click the + Create New link to add a new Involved Organization to the Incident
details.
e From the Create a New Involved Organization pop-up, you can add the following
information:

o Organization Involvement Reason: Select how the Organization is involved
with the Incident from the Location Reason dropdown menu.

o Linked Organization: Enter the name of an Organization in the Linked
Organization field and select an organization from the dropdown menu or click
the + button to add a detailed description (e.g., image, organization name, etc.)
of the Organization.

o If not linked, name the involvement: Enter the name of the Organization

involved if the Organization does not exist in the system and the Organization
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does not want to be added to the system.

o Organization Flags: Enter the name of an Organization flag in the
Organization Flags field and select a flag from the dropdown menu.
Organization Flags help to organize Incidents and can be used for reporting
purposes.

o Description: Add further details about the Organization in the Description
text box.

o Create: Click the Create button to create the new Organization and add it to

80
Incident Management v Triage
Incident Reported DateTime INVOLVED ORGANIZATION £
Involved Peopld
February 9, 2023 1:54 pm e
Create a New Involved Organization
Person of Int
Observation Type + CREATH
Brand Protection
Involved Locati]  Organization Involvement Reason
Photo Reported Loc
+ CREATH
Linked Organization
-
Involved Organ!
+ CREATH ¢ ot linked, name the involvement
Observation Attachments Business it
Q ADDE Organization Flags
Description
Map 8 CreataTEn Description
classified file
Location
Toronto, ON, Canada
- o
pund®s >
t Patrick 4
[ ‘hbS[M:” Queen Stati Linked Incident}
foLaas TV Southboun
S Nathan Platform Incident v~

Create a New Involved Organization Pop-up

Business Unit
e Click the + Create New link to add a new Business Unit to the Incident details.

e From the Add Existing Business Unit pop-up, you can add the following information:
o The Add Existing Business Unit pop-up will appear, allowing you to select an
existing Business Unit by clicking the +Add link or searching for a Business Unit

that is not on the list by entering the Business Unit's name in the Search field.



Reso

Ver.

A KROLL BUSIMNESS

Incident Management v Triage

Incident Reported DateTime

February 9, 2023 1:54 pm

Observation Type

Brand Protection

Photo

Observation Attachments

Map =)

Location

Toronto, ON, Canada
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"‘_‘v Nathan Platform e d fugit altera. Malorum conceptam delicatissimi at eum. Nisl tritani inermis ad vel, ne has
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Involved People

Person of Intel

+ CREATE]

Involved Locatis
Reported Loc: BU-2 Shared Services

+ CREATE]

Involved Organ

+ CREATE]
BU-3  Operations

Business Unit
Q ADD E
Description BU-1 Corporate

Created on: 0/
classified file

Lorem ipsum dolor sit amet, ad sit option omittam, ei fuisset tractatos

Showing 4 most recently created Business Unit
If you don't see what you were searching for, try searching from all Business Units above

8O

ACTIVE

+ADD

tenda eam. Eu
discere diceret urbanitas his. Mel et facilisi adipisci. Vix te alia scripta, insolens gloriatur his no

ACTIVE

+ADD

Lorem ipsum dolor sit amet. vix suscipiantur voluptatibus ei. Te est omnis soleat aperiri, ei vis
discere facilisis maluisset. Ei eros theophrastus vix, sumo nonumy vix an. Nam et prima

ACTIVE

+ADD

Lorem ipsum dolor sit amet, ius graeci vocibus verterem ad. Sitin omnis detracto, pri tritani
qualisque sadipscing id. Ex sit amet exerci, ad eam quem velit intellegebat. Eum cu suas.

Add Existing Business Unit Pop-up

6. From the Triage Details section, the following fields can be edited:

e Observed Date/Time: The Observed Date/Time records when the Incident

occurred. Select the Observed Date/Time field and select a Date from the Calendar
pop-up and a Time from the Time section using the increase and decrease arrows to

choose the correct time.

Incident Management ~ Triage

Incident Reported DateTime

February 8, 2023 1:54 pm

Observation Type

Brand Protection

Photo

Observation Attachments

Map

Involved People

+ CREATE NEW

Involved Location(s)

4+ CREATE NEW

Involved Organizations

+ CREATE NEW

Business Unit

Q ADD EXISTING BUSINESS UNIT

Description

Created on: 02092023 Created by: ~RESOLVER_Jeff

ki

Observed Date/Time

February 9, 2023 1:49 pm

Feb v 20233

Sun  Mon Tue Wed Thu

13 14 1
19 20
26 27 8

01:49 PAMl

leaving a classified file unlocked and unattended during regular work hours.

¢ Incident Start Date/Time: The Incident Start Date/Time records when the

¢ Incident End Date/Time: The Incident End Date/Time records when the Incident

Incident began. Select the Incident Start Date/Time field and select a Date from

the Calendar pop-up and a Time from the Time section using the increase and

Calendar Pop-up

decrease arrows to choose the correct time.
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ended. Select the Incident End Date/Time field and select a Date from the

arrows to choose the correct time.

Calendar pop-up and a Time from the Time section using the increase and decrease

¢ Incident Flags: An Incident Flag adds another level of detail to the Incident (e.g.,

Injury Occurred, Employee Involved, etc.). You can add multiple Incident Flags to an

Incident by selecting Incident Flags from the Incident Flag dropdown menu.

7. (Optional) Click the Description text box to edit the Incident description. The system will

automatically fill out the Description text box with the Create on - date, Created by -
Submitter Name (if not Confidential), and Observation information.

Incident Management

v

Map

Submitter Details

Triage

Description

Linked Incidents

classified file unlocked and unattended during regular work hours.

Created on: 02092023 Created by: Submitter Name Observation: | recently ebserved a fellow employee leaving a

Incident

+ CREATE NEW

8. F

Description Text Box

rom the Linked Incidents section, the following details can be added:

¢ Incident: The Incident field lists the incident number and name. Click on the

Incident to open the Incident Link pop-up to edit the Incident Reason field.

¢ Link Reason: Select a reason to link the Incidents from the Link Reason dropdown
menu.

¢ + Create New: Click the + Create New button to open the Create a New Incident

Link pop-up to create a link between an existing Incident and the new Incident by

selecting a Link Reason and Incident.
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Incident

INC-795: 2021 - Security Breach

4+ CREATE NEW

Triage Notes

Linked Incidents Section
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9. Enter any additional information or instructions in the Triage Notes text box.

10. From the Ownership & Access section, the following fields can be edited:

¢ Incident Owner: Enter the Name of an Incident Owner or User Group in the Incident
Owner field and select an Incident Owner from the dropdown menu. An Incident
Owner creates and edits their assigned Incident Objects and related Relationship
Objects. The user(s) will receive an email notification when assigned an Incident.

¢ Additional Access: Enter the Name of a User or User Group in the Incident Owner
field and select an Incident Owner from the dropdown menu. Defines additional users
or groups who may need to access the Incident.

¢ Security Officer: Enter the Name of a Security Officer or User Group in the Incident
Owner field and select an Incident Owner from the dropdown menu. A Security Officer
creates, monitors and updates Incidents with officer-specific functionalities (e.g.,
limited workflow and details).

¢ Incident Supervisor: Enter the Name of an Incident Supervisor or User Group in the
Incident Owner field and select an Incident Owner from the dropdown menu. An
Incident Supervisor manages the Incident Objects in an Archive or Review state.

¢ Investigator: Enter the Name of an Investigator or User Group in the Incident
Owner field and select an Incident Owner from the dropdown menu. An Investigator
will document Incident investigations.

¢ Incident Contributor: Enter the Name of an Incident Contributor or User Group in
the Incident Owner field and select an Incident Owner from the dropdown menu. An
Incident Contributor contributes data to existing incidents (e.g., being assigned tasks,
adding attachments).

¢ Incident Approver: Enter the Name of an Incident Approver or User Group in the
Incident Owner field and select an Incident Owner from the dropdown menu. An
Incident Approver advances the workflow of a particular incident, providing reviews

and approvals, and gets assigned specific tasks.
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Submitter Details

Ownership & Access

Incident Owner

Incident Owner

Additional Access

Security Officer

Incident Supervisor

Incident Supervisor

Investigator

Incident Investigator

Incident Contributor

Incident Contributor (Limited User)

Incident Approver

Incident Approver (Limited User)

CLOSE

RETURN

Ownership & Access Section

11. (Optional) Depending on user permissions, click the Communications tab on the

Incident Form screen.

Incident Management ~ Triage

113 ] 2023-02-09 | Violation of Security PoliciesBrand Protection |

Details | Communications l

Submission

Source: Portal

Observation

I recently observed a fellow employee leaving a
classified file unlocked and unattended during
regular work hours.

Incident Reported DateTime

February 8, 2023 1:54 pm

Observation Type

Brand Protection

Classification

Primary Incident Type

Violation of Security Policies

Triage Detail

Involved People

4+ CREATE NEW

Involved Location(s)

4+ CREATE NEW

80 Q2

TRIAGE v

Severity

Based on Incident Type

Observed Date/Time

February 9, 2023 1:49 pm

Incident Start Date/Time

e From the Communications screen, enter additional comments or tag users/resources

Communications Tab

in the Comments text box.
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113 | 2023-02-09 | Violation of Security PoliciesBrand Protection | TRIAGE

Details Communications

< Comments

Communications Screen

12. Click the Details tab to get back to the Incident Form screen.

13. From the Incident Form screen, click one of the following buttons to complete the Incident
Triage:

¢ Close: The Close button will transition the Incident into the close stage if no further

actions are required.

e Return: The Return button will send the Incident back to the Submitter if additional
information is required.

e Mark As Open: The Mark As Open button sends the incident to the Users or User

Group in the Incident Owner field if further action is required.



